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No part of this product may be reproduced in any form or by any electronic or 
mechanical means, including information storage and retrieval systems, without written 
permission from the IB.

Additionally, the license tied with this product prohibits commercial use of any selected 
files or extracts from this product. Use by third parties, including but not limited to 
publishers, private teachers, tutoring or study services, preparatory schools, vendors 
operating curriculum mapping services or teacher resource digital platforms and app 
developers, is not permitted and is subject to the IB’s prior written consent via a license. 
More information on how to request a license can be obtained from 
https://ibo.org/become-an-ib-school/ib-publishing/licensing/applying-for-a-license/.

Aucune partie de ce produit ne peut être reproduite sous quelque forme ni par quelque 
moyen que ce soit, électronique ou mécanique, y compris des systèmes de stockage et 
de récupération d’informations, sans l’autorisation écrite de l’IB.

De plus, la licence associée à ce produit interdit toute utilisation commerciale de 
tout fichier ou extrait sélectionné dans ce produit. L’utilisation par des tiers, y compris, 
sans toutefois s’y limiter, des éditeurs, des professeurs particuliers, des services de 
tutorat ou d’aide aux études, des établissements de préparation à l’enseignement 
supérieur, des fournisseurs de services de planification des programmes 
d’études, des gestionnaires de plateformes pédagogiques en ligne, et des 
développeurs d’applications, n’est pas autorisée et est soumise au consentement écrit 
préalable de l’IB par l’intermédiaire d’une licence. Pour plus d’informations sur la 
procédure à suivre pour demander une licence, rendez-vous à l’adresse suivante : 
https://ibo.org/become-an-ib-school/ib-publishing/licensing/applying-for-a-license/.

No se podrá reproducir ninguna parte de este producto de ninguna forma ni por ningún 
medio electrónico o mecánico, incluidos los sistemas de almacenamiento y 
recuperación de información, sin que medie la autorización escrita del IB.

Además, la licencia vinculada a este producto prohíbe el uso con fines comerciales de 
todo archivo o fragmento seleccionado de este producto. El uso por parte de terceros 
—lo que incluye, a título enunciativo, editoriales, profesores particulares, servicios 
de apoyo académico o ayuda para el estudio, colegios preparatorios, desarrolladores 
de aplicaciones y entidades que presten servicios de planificación curricular u 
ofrezcan recursos para docentes mediante plataformas digitales— no está permitido 
y estará sujeto al otorgamiento previo de una licencia escrita por parte del IB. En este 
enlace encontrará más información sobre cómo solicitar una licencia: 
https://ibo.org/become-an-ib-school/ib-publishing/licensing/applying-for-a-license/.
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Critical Thinking – explanation, analysis and evaluation 

These trigger words often signal critical thinking. The bold words are the key terms in the various 
criteria. 
Explanation – Because, as a result of, due to, therefore, consequently, for example 
Analysis – Furthermore, additionally, however, but, conversely, likewise, in addition, on the other hand, 
whereas 
Evaluation ؘ– My opinion, overall, although, despite, on balance, weighing up 

Examiners should be aware that in some cases, candidates may take a different approach, which if 
appropriate should be rewarded. If in doubt, check with your Team Leader. 

If candidates answer more than the prescribed number of questions: 

• In the case of an “identify” question read all answers and mark positively up to the maximum marks.
Disregard incorrect answers.

• In the case of a “describe” question, which asks for a certain number of facts eg “describe two kinds”,
mark the first two correct answers. This could include two descriptions, one description and
one identification, or two identifications.

• In the case of an “explain” question, which asks for a specified number of explanations eg “explain
two reasons”, mark the first two correct answers. This could include two full explanations,
one explanation, one partial explanation etc.
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1. (a) Identify two characteristics of software as a service (SaaS). [2] 

Answers may include: 

• Network-based access to, and management of, commercially available
software.

• Activities managed from central locations, e.g. in the cloud, rather than at
each customer’s site.

• Enabling customers to access applications remotely via the web.

• Customers usually pay by subscription (on demand), e.g., monthly
payments.

• Is easy for scalability.

• No additional hardware required by customer to install.

• Updates are applied automatically without customer intervention.

• External provider hosts the application/software.

Award [1] for identifying each characteristic of SaaS, up to a maximum of [2]. 

(b) Outline one reason why facial recognition applications are preferred to other
types of biometric software. [2] 

Answers may include: 

• Uses a camera, and many devices already have one embedded, no
specialist equipment needed.

• Less intrusive, as you don’t have to physically touch any hardware to detect
your face.

• More convenient as you don’t need to remove items e.g. gloves for
fingerprints, but just face the camera.

• Capture of the face is quicker, as the camera just needs to take a photo
which is then matched against the database.

• More Universal as everyone has facial print, but not everyone has a
fingerprint.

• Face print is less prone to damage as it uses nodes of the face as opposed
to fingerprints or iris, which damage can prevent reading.

Award [1] for identifying a reason why the facial recognition is preferred and [1] 
for a development of that reason, up to maximum of [2]. 
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2. FaceToFace has been informed by their clients that their facial recognition application
does not always correctly them.

Explain two reasons why this might be the case. [6] 

Answers may include (Note: the two clusters are from different perspectives – each
cluster needs three ideas, ie, one initial statement and two developments):

Factors relating to the capture –

• Size and quality of image captured.

• Camera angle in capturing the image to be processed.

• Might not capture all of the required features / lighting conditions.

• Poor maintenance of the camera may lower the quality of the image captured.

Factors relating to the person being captured – 

• e.g., Wearing scarf/glasses.

• Recent facial changes, eg, tattoo.

• Deliberate attempts to conceal the face.

• e.g., looking down wearing a cap, masks, make up.
(Will impact on the ability for the algorithms to identify the key facial features to
be matched, therefore, it may not be possible to make a match.)

• People with similar facial features and metrics e.g. twins.

• Natural changes in the face, due to ageing and losing weight.

• Changes in facial hair – AI in modern FR systems can recognise someone with or
without a beard, but older systems may not.

Issues with the programme: 
• Bias introduced by the programmer.

• Algorithms – the programming of the algorithm and how it is written.

• Training data used – the size and quality of the database that stores the training
data impacts the ability to compare the new image.

• False positives – an image is matched up to an image in the database, but it is
incorrect.

• False negatives – an image is not matched up but should be.

Award [1] for identifying a reason why the facial recognition application does not 
correctly identify a person and [1] for each development of that reason, up to a 
maximum of [3]. 
Mark as [3] + [3]. 
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3. Sandra wants to create an ethical framework for FaceToFace. Based on her research,
she is considering using the ACM Code of Ethics and the ACTIVE ethics framework as
a starting point.

Discuss whether Sandra should use ethical frameworks like the ACM Code of Ethics or 
ACTIVE ethics to help her create an ethical framework for FaceToFace. [8] 

The student may approach this in two ways. They may look at the appropriateness of 
applying a specific framework or they may compare the two frameworks. 
The ACM Code of Ethics or ACTIVE ethics is appropriate: 

• It is a general, standard approach that can be applied to any organisation.

• It is easier to train staff on a standard approach, as they may have had to follow it
in a previous job.

• Employees who come from similar organisations will already be familiar with
these codes and/or frameworks, adapting easily to the ethical position of
FaceToFace.

• Will reassure customers that the company is following a recognised framework.

• Provides transparency to stakeholders of ethical use.

Reasons why The ACM Code of Ethics or ACTIVE ethics is not appropriate: 

• People may not agree on which approach to base their ethical standard. Each
approach has a different emphasis.

• Decision makers may not agree on the interpretation of the ethics. They may not
all agree to the same set of human and civil rights.

• Decision makers may not agree on what constitutes the common good. They
may not even agree on what is a good and what is a harm.

• The different approaches may give different outcomes, so how would they
choose which one to use?

• How would a system be put in place to evaluate and reflect on the actions taken
and learn from them?

• The student may apply a number of these ethics and how they would or would
not be appropriate.

• The statements are very general, e.g., “avoid harm” in the ACM documentation.
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 SL and HL paper 1 part (c) and HL paper 3 question 3 markband 

Marks Level descriptor 

No marks • No knowledge or understanding of the relevant ITGS issues and
concepts.

• No ITGS terminology.

Basic 
1–2 marks  

• Shows only a little ITGS knowledge.

• Makes at least one argument.

• May not have any comparison/conclusion.

Adequate 
3–4 marks  

• Shows a little more ITGS knowledge but still weak.

• Has more arguments, (at least two) and possibly from different
stakeholders.

• Has a conclusion or judgments which are probably not backed by
much reasoning.

Competent 
5–6 marks  

• Shows good ITGS knowledge and detail.

• Has more arguments and they are balanced (+ and –) and for
different stakeholders.

• Conclusion/judgments are supported by the arguments and is well
thought out.

Proficient 
7–8 marks  

• Shows very good ITGS knowledge.

• Arguments are very balanced and detailed.

• Conclusion is based completely on the arguments.
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4. Discuss whether the benefits to South-East Asia Coffee Shops (SEACS) of introducing
the facial recognition application outweigh the potential privacy, anonymity, consent
and surveillance concerns. [12] 

Opportunities for SEACS may include: 

• Accuracy of customer recognition can give the benefits of a more customized
service by the staff.

• Staff turnover or part-time staff will no longer impact on the ability to provide a
customized service.

• Recognizing and identifying existing customers can speed up the time to take
orders and reduce waiting time in the queue.

• Reduces loyalty card fraud, users can not borrow friends’ cards to gain discounts

• The ease of use and seamless integration with the POS could encourage
customer loyalty.

• The customer loyalty scheme will be easily administered/automated bringing
benefits to the coffee shop which include:

• administration of promotions and perks for customers

• analysis of orders – can help with menu options, stock decisions.

• Improvement of security – facial recognition could be extended to be used as a
security feature for the coffee shop, by linking with a security system and using
the same cameras.

• Facial recognition could be extended to be used by the owners to monitor staff
attendance, which could be taken on entering and leaving the premises.

Issues caused by privacy, anonymity, consent and surveillance may include: 

• SEACS will need to develop (write, implement and share) policies to protect
customers’ privacy.

• SEACS may be taken to court for breach of privacy if policies do not meet
government requirements.

• SEACS may be liable for breach of privacy if staff do not follow the guidelines
when operating the POS.

• SEACS will need to develop the facial recognition system so that privacy is not
breached. This may include:

• clear signage and information about the FR system, before entering the coffee
shop/while in the coffee shop

• the ability to opt out at any time and for staff to be able to update the database
accordingly

• an opportunity for customers to not have their images stored

• an ability for customers to authenticate the consent, eg, a signature.

• Customers may choose not to use the coffee shop for fear of surveillance.

• Customers may choose not to use the coffee shop if they do not trust SEACS to
keep the data secure and used only for the original purpose.

• SEACS will need to make sure that the security of their system does not get
breached and unauthorized users do not have access to the customer database
including their personal details.

• Hackers could potentially use the FR data to replicate people’s faces and use this
to access other systems (privacy linked with identify theft).

• If customers request anonymity but still wish to be a member of the loyalty
scheme, they may have to run both the original card-based system as well as the
FR one.
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HL paper 3 question 4 markband 

Marks Level descriptor 

No marks 
• A response with no knowledge or understanding of the relevant

ITGS issues and concepts.

• A response that includes no appropriate ITGS terminology.

Basic 
1–3 marks 

• A response with minimal knowledge and understanding of the
relevant ITGS issues and concepts.

• A response that includes minimal use of appropriate
ITGS terminology.

• A response that has no evidence of judgments, conclusions or
future strategies.

• No reference is made to the information in the case study or
independent research in the response.

• The response may be no more than a list.

Adequate 
4–6 marks 

• A descriptive response with limited knowledge and/or understanding
of the relevant ITGS issues and/or concepts.

• A response that includes limited use of appropriate
ITGS terminology.

• A response that has evidence of conclusions, judgments or future
strategies that are no more than unsubstantiated statements.
The analysis underpinning them may also be partial or unbalanced.

• Implicit references are made to the information in the case study or
independent research in the response.

Competent 
7–9 marks 

• A response with knowledge and understanding of the relevant ITGS
issues and/or concepts.

• A response that uses ITGS terminology appropriately in places.

• A response that includes conclusions and/or judgments that have
limited support and are underpinned by a balanced analysis.

• Explicit references to the information in the case study or
independent research are made at places in the response.

Proficient 
10–12 marks 

• A response with a detailed knowledge and understanding of the
relevant ITGS issues and/or concepts.

• A response that uses ITGS terminology appropriately throughout.

• A response that includes conclusions, judgments or future
strategies that are well supported and underpinned by a balanced
analysis.

• Explicit references are made appropriately to the information in the
case study and independent research throughout the response.




